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Summary - AppScan result

AppScan (v1)

Title o Description Category Type
Identifier for advertisers [IDFA) Advertising 1D for user identification, changeable by user. Device IDs [dynamic) Potential data accesses
Identifier for vendors [IDFV] ID for appfuser identification, assigned only for apps of the same manufacturer. Device IDs [dynamic] Potential data accesses
In-app purchases Feature

Jailbreak detection Feature

Location [fine) Exact location data of the end device, accuracy to a few meters. Sensor data Potential data accesses
S5M5 Feature

WLAN SSID MName or identifier of the connected access point. Device IDs [externall Potential data accesses

Potential server connections

Country « Continent
China Asia

wf= Finland Europe
Bl Germany Europe

§ § Ireland Europe
= Netherlands Europe
am OWeden Europe
B United States of America Americas

AppScan (v2)

Title o Description Test Group



Mo entries available

URI - Geolocation

Country «

Mo entries available

Potential data accesses

Datum

Location [fine)

WLAN 5510

Identifier for vendors [IDFV]
Identifier for advertisers (IDFA)
Location [fine]

WLAN 5510

Identifier for vendors (IDFV]

Identifier for advertisers [IDFA)

Potential server connections

Country Domain

E United States of America
Metherlands

.|_ Finland

EE United States of America
B Germany
B Germany

I i Ireland

Description

Exact location data of the end device, accuracy to a few meters.

Mame or identifier of the connected access point.

ID for app/user identification, assigned only for apps of the same manufacturer.
Advertising |D for user identification, changeabla by user.

Exact location data of the end device, accuracy to a few meters.

Mame or identifier of the connected access point.

ID for appfuser identification, assigned only for apps of the same manufacturer.

Advertising |D for user identification, changeable by user.

Request URI
http-//erl.microsoft.com

http:/fwww.microsoft.com
http:/fwww.apple.com

http://ns_adobe_com

http:/fwww.apache. org
http-f/www.w3.org
http://crl.apple.com
http:/focsp.apple.com

https://adrevenue appsflyer.com

Region

Category

Sensor data

Device IDs [externall
Device 1Ds [dynamic)
Device I1Ds [dynamic)
Sensor data

Device 10s [external]
Device IDs [dynamic)

Device 1Ds [dynamic)

IP address
2.2381.217

23.3.60.234

104.81.597.53

90.216.24.32

128.30.52.100
17.253.73.201
17.2533.73.204

108.129.22 219

Organization

Sub region



E United States of America

E United States of America

j Ireland
EE United States of America
EE United States of America

United States of America

United States of America

United States of America

United States of America

Sweden

United States of America

Metherlands

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

EE United States of America

EE United States of America
EE United States of America
EE United States of America

United States of America

https://api.amplitude.com
https://api.mixpanel.com
https://app.appsflyer.com
https://developers.facebook.com
https://developers.intercom.com
https://fast wistia.net
https://js.intercomecdn.com
https://play.vidyard.com
https://playervimeo.com
https://streamio.com
https://twitter.com
https://www.apple.com
https://www.intercom_com
https://www_loom_com
https://www.mopub.com

https //www twitter.com
https://www.youtube com
https://doublicat-82f1f firebaseio.com
https://doublicat-test-8fcé1 firebaseio.com

http://example.invalid
http://goo.gl
http:/flogo.verisign.com
https:/fan.

https://an.facebook.com
https://api.crashlytics.com
https-//api.reface video

https://api.tenor.com

35.161.146.158

107.178.240.159

22.214.90.178

1597.240.27.18

104.18.211.36

1591.101.2.110

13.225.87 .37

151.101.193.181

151.101.128.217

193.169.164.245

104.244 421

104.81.57.23

13.224.193.121

24.187.173.160

192.48.236 9

104 244 42 129

216.38.210.14

35.201.97 85

35.201.97.85

216.28.207.78

157.240.27.18

24.223.206.191

104.155.173.80

92.39.233.69



EE United States of America

E United States of America

E United States of America
E United States of America
E United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

Metherlands

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

https-//app-measurement.com
https://badad.googleplex.com

https://config.unityads.unity3d.com

https:f/config.unityads.unitychina.cn
https://console firebase google.com
https://crashlyticsreports-pa.googleapis.com
https-//csi.gstatic.com
https://device-provisioning.googleapis.com
https://dfcf34ae92c248fb80aaa5f423d5f720@sentry.io
https:f/e.crashlytics.com
https://fcmtoken.googleapis.com
https://firebaseinstallations.googleapis.com
https://firebaselogging.googleapis.com
https://firebaseremoteconfig.googleapis.com
https://goo.gl
https://googleads.g.doubleclick.net
https://googlemobileadssdk.page. link
https://graph.

https://graph.facebook com

https://imasdk googleapis.com
https:/fitunes.apple.com

https://pageadZ? googlesyndication.com
https://play.googleapis.com
https://reface app
https://reports.crashlytics.com

https-//s.update fbshx com

https://settings.crashlytics.com

https://storage.googleapis.com

172.217.18.174

74.123.140.129

88.221.235.12%

220.194.87.190

216.08.207.78

172.217.16.131

172.217.303

216.38.210.10

35.188.42.13

24.243.223 240

216.08.207 42

216.08.208.42

172.217.23.138

172.217.16.138

216.98.207.78

216.38.212.162

172.217.22778

197.240.27.18

172.217.21.202

104.81.36.53

216.38.212.162

172.217.18.170

35.186.238.16

24.243.160.8%

172.217.16.163

17221716144



United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

United States of America

Features

Datum

In-app purchases
Jailbreak detection

SMS

Third-party suppliers

Name

AppsFlyer

Google Maps

Twitter

Carakanls

https://support.google com

https://test.api.reface video

https://us-centrall-reflect-217613.cloudfunctions.net

https://www.

https://www facebook com
https://www.google.com
https://www.googleadservices.com

https://www.googleapis.com

Description

Vendor

AppsFlyer Ltd
141 5th Avenue [Suite 9), New York NY 10010

USA
privacyldappsflyer.com

+1 800 6162818
http:/fwww.appsilyer.com

Google Inc.

1600 Amphitheatre Parkway, Mountain View CA 94043
USA

support-deldgoogle.com

+1 690 2330000

http://www.google.com

Twitter Inc.

1355 Market Street Suite 200 San Francisco, CA 24103
Usa

privacyldtwitter.com

https://twitter.com

Crrnhank lealond 1 +d

172.217.22778

104.155.173.80

216.239.36.04

157.240.27 35

172.217.23.100

172.217.23.162

108.177.127.93



4 Grand Canal 5quare, Grand Canal Harbour Dublin 2
Ireland

supportldsupport.facebook.com

https:/fwww facebook com

Google Youtube Google Inc.
1600 Amphitheatre Parkway, Mountain View CA 94043
Usa
support-deldgoogle.com
http:/fwww. youtube_com

vimeo Vimeo LLC.
293 West 18th Street New York, New York 10011
USA,
dmcaldvimeo.com
http:/fwww.vimeo.com

Amplitude Amplitude
185 Berry 5t, Suite 3423, 5an Francisco, California 94107
United States
contact@amplitude.com
https://amplitude com/

Mixpanel Mixpanel Inc.
790 Market 5t, Floor 7 5an Francisco, CA 94103
USA
supportdmixpansl.com
http:/fwww.mixpanel.com

MoPub Twitter Inc.
1355 Market Street San Francisco, CA 94103 [US)
USA
pridmopub.com
+1 310-721-6838
http-/fwww.mopub.com

Sentry Functional Software, Inc.
1 Baker Street Suite 3B San Francisco, CA 94117
United States
https:/fsentry.io/welcome/

Google Analytics Google, Inc
1600 Amphitheatre Parkway, Mountain View, CA 94043
LUSA,
+1 630 233 0000
http://www.google.com/analytics/

Google Advertising Services Google Inc.
1600 Amphitheatre Parkway, Mountain View CA 94043
USA
support-defdgoogle.com
+1 650 2530000
http:/fwww.google_com

Google AdSense Google, Inc

1600 Armphitheatre Parkoway, Mountain View CA 94043
15A



support-defdgoogle.com
+1 650 233 0000
http://www.google com/adsense/

Crashlytics Twitter, Inc
One Kendall Square (Suite B3201) Cambridge, MA 02139 (US)
usa
supportfdcrashlytics.com
+1 617-600-83%96
http:/fwww.crashlytics.com

Google Doubleclick Google Inc.
1600 Amphitheatre Parkway, Mountain View CA 94043
USA
support-defdgoogle.com
http:/fwww.google.com/doubleclick

This site or product includes IP2Location LITE data available from https://lite.ip2location.com.


https://lite.ip2location.com/

